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Md L. Ali

Department of Computer Science & Physics
Rider University
2083 Lawrenceville Road
Lawrenceville, NJ 08648 USA

Phone: (609) 895 5434
email: mdali@rider.edu
www: https://shorturl.at/KzvgG

Research
Interests

Artificial Intelligence, Machine Learning, Biometrics, Cyber Security, and Data Analytics

Education Pace University New York City, NY, USA
Ph.D., Computer Science
Thesis Title: “A Hybrid Generative/Discriminative Approach to Machine Learning
Problems with Application to Keystroke Biometrics”
Thesis Advisor: Charles C. Tappert

Blekinge Institute of Technology Karlskrona, Sweden
M.S., Electrical Engineering (Major in Telecommunication Engineering)
Thesis Title: “Security Issues in Wireless Networks: Bluetooth, MANET, WiMax”
Thesis Advisor: Lennart Isaksson

Blekinge Institute of Technology Karlskrona, Sweden
M.S., Computer Science (Major in Security Engineering)
Thesis Title: “Security Threats in Mobile Ad-Hoc Networks”
Thesis Advisor: Rune Gustavsson

International Islamic University Chittagong Chittagong, Bangladesh
B.S., Computer Science & Engineering

Professional
Experience

Associate Professor, Computer Science Sep. 2024 – Present
Rider University, USA

Assistant Professor II, Computer Science Sep. 2021 – Aug. 2024
Rider University, USA

Assistant Professor I, Computer Science Sep. 2018 – Aug. 2021
Rider University, USA

Assistant Professor, Computer Science Sep. 2016 – Aug. 2018
Caldwell University, USA

Adjunct Professor, Computer Science 2016 – 2018
Rowan University, USA

Adjunct Assistant Professor, Computer Science 2016
Pace University, USA

Adjunct Professor, Computer Science 2016
County College of Morris, USA

Graduate Research Assistant, Computer Science 2015
Pace University, USA
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Lecturer, Computer Science 2010 – 2012
Chittagong Veterinary and Animal Sciences University, Bangladesh

Lecturer and Coordinator, Computer Science 2009 – 2010
International Islamic University Chittagong, Bangladesh

Honors
& Awards

Best Presenter Award - IEEE CCWC 2022 2022
Best Paper Award - IEEE IEMTRONICS 2021 2021
Online Course Development Grant - Rider University 2019
Best Paper Award - IEEE UEMCON 2018 2018
Best Paper Award - IEEE UEMCON 2017 2017
Professional Development Grant - Caldwell University 2017
Graduate Assistantship Award - Pace University 2015
Conference Travel Grant - Pace University 2015
AF-1 Scholarship - Korea (Declined the offer) 2012
Top Thesis Award - Blekinge Institute of Technology 2007
Undergraduate Academic Grant - IIUC 2001 – 2004

Grants Awarded Grants

Co-PI, NSF 22-588 2023
Improving Undergraduate STEM Education: Computing in Undergraduate Education
Project Title: Collaborative Research, CUE-T: Broadening Participation in Computing via
Active Learning Strategies in Multi-Institution Online Synchronous Learning Environments
Grant Amount: $220,000
Grant Period: 06/01/2023 - 05/31/2027

Submitted Grants

PI, NSF 21-550 2022
NSF Scholarships in Science, Technology, Engineering, and Mathematics (S-STEM)

Senior Member, NSF 21-523 2021
NSF Harnessing the Data Revolution : Data Science Corps (DSC)

Courses
Developed

Rider University 2018 – Present
CSC 105 Fundamentals of Computer Science
CSC 360 Concept of Artificial Intelligence
CSC 400 Introduction to Machine Learning
CSC 470 Special Topics in Artificial Intelligence

Caldwell University 2016 – 2018
CS 420 Artificial Intelligence
CS 4xx Software Engineering
CS 3xx Computer Organization and Architecture
CS 3xx Algorithms

Courses
Taught

Rider University 2018 – Present
CSC 105 Fundamentals of Computer Science
CSC 110 Computer Science I (In-person & Online)
CSC 120 Computer Science II (In-person & Online)
CSC 130 Data Structures and Algorithms
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CSC 220 Computer Organization and Architecture
CSC 230 Probability for Computer Science
CSC 250 Software Security Engineering
CSC 340 Cyber Security Essentials
CSC 350 Analysis of Algorithms
CSC 360 Concept of Artificial Intelligence
CSC 410 Data Science and Big Data Analytics
CSC 490 Independent Research
CYB 105 Introduction to Cybersecurity (In-person & Online)

Caldwell University 2016 – 2018
CS 195 Computer Programming I
CS 196 Computer Programming II
CS 216 Data Structures and Algorithms
CS 320 Networking and Communications
CS 327 Internet and Enterprise Security
CS 240 Windows Programming
CS 219 Business Spreadsheet Applications
FS 189 Freshman Seminar
CS 420 Artificial Intelligence

Rowan University 2016 – 2018
CS 07595 Data Warehousing (Graduate Course)
CS 04103 Computer Science & Programming
CS 01104 Introduction to Scientific Programming

Pace University 2016
CIT 211 Introduction to Computer Systems

County College of Morris 2016
CMP 128 computer science I (In-person & Hybrid)

Mentoring
Experience

Independent Research Advisor, Rider University 2018 – Present
Supervised undergraduate students in independent research projects.

Independent Research Advisor, Caldwell University 2016 – 2018
Supervised undergraduate students in independent research projects.

Project Advisor, Rowan University 2016 – 2018
Supervised graduate students in research projects.

Selected
Presentations
&
Invited Talks

The Rise of Artificial Intelligence: Industry Insights and
Applications in Security Information and Event Management (SIEM) October 2024
IEEE UEMCON 2024 Conference, Yorktown Heights, NY, USA

The Application of Layered Authentication in Cybersecurity July 2024
IEEE ICCIMS 2024 Conference, University of Quebec, Canada

Analysis of Various Machine Learning Models in Detecting Credit
Card Fraud Activities January 2024
ACM CVCI 2024 Conference (Hybrid), Bangkok, Thailand

Analysis of Housing Market to Predict Home Price July 2023
ICECCME 2023 Conference (Hybrid), Tenerife, Spain
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Biometrics: The Future of Security April 2023
BHP 307 Guest Speech, Rider University, NJ, USA

Access Control, Biometrics, and The Future March 2023
ACM IVSP 2023 Conference (Hybrid), Singapore

Network Packet Sniffing and Defense March 2023
IEEE CCWC 2023 Virtual Conference, Las Vegas, NV, USA

Access Control, Biometrics, and the Future March 2022
St. John’s University, Staten Island, NY, USA

The Impact of Purchasing Cyber Insurance on the Enhancement of
Operational Cyber Risk Mitigation of U.S. Banks- A Case Study January 2022
IEEE CCWC 2022 Virtual Conference, Las Vegas, NV, USA

Applications of Machine Learning Tools in Genomics: A Review October 2019
Smart Computing and Communication Conference, Birmingham, UK

POHMM/SVM: A Hybrid Approach for Keystroke Biometric
User Authentication August 2018
IEEE RCAR Conference, Kandima, Maldives

Computer Security Using Keystroke Biometrics July 2018
BRAC University, Dhaka, Bangladesh

Keystroke Biometric studies with Hidden Markov Model
and Its Extension on Short Fixed-Text Input October 2017
IEEE UEMCON Conference, Columbia University, NY

Impact of Cyber-Attacks On Critical Infrastructure April 2016
IEEE HPSC Conference, New York City, NY

Authentication and Identification Methods Used in
Keystroke Biometric Systems August 2015
IEEE BigDataSecurity Symposium, New York City, NY

Hidden Markov Models in Keystroke Dynamics April 2015
Research Day, Pace University, NY

Professional
Service

Guest Editor

Advances in Machine Learning and Big Data Analytics.
A special issue of Applied Sciences (ISSN 2076-3417). 2024 – 2025

Journals Reviews (Partial)

ACM Transactions on Multimedia Computing Communications and Applications 2022 – 2024
MDPI-Journal of Imaging, Sensors, Electronics, Sustainability,
Applied Sciences, and Symmetry 2020 – 2024
Hindawi - Mobile Information System 2021
Indonesian Journal of Electrical Engineering and Computer Science 2021
Journal of Information Systems and Telecommunication (JIST) 2020
WILEY - International Journal of Communication Systems (IJCS)) 2020
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IEEE Internet of Things Journal (IEEE IoT) 2019 – 2022
Journal of King Saud University - Computer and Information Sciences 2020
IEEE Access 2019 – 2020
IEEE Network Magazine 2019 – 2020
IEEE Transactions on Industrial Informatics (IEEE TII) 2018 – 2019
Journal of Signal Processing System (JSPS) 2017 – 2018

Conference Proceedings Reviews (Partial)

ACM International Symposium on Blockchain and Secure Critical Infrastructure 2019 – 2024
IEEE International IOT, Electronics and Mechatronics Conference (IEMTRONICS) 2020 – 2024
IEEE Annual Computing and Communication Workshop and Conference (CCWC) 2020 – 2024
IEEE World AI IoT Congress (IEEE AIIoT) 2021 – 2024
The 4th 2023 International Conference on Information Technology,
Advanced Mechanical and Electrical Engineering (ICITAMEE 2023) 2023
International Conference on Computing, Multimedia, and Information Technology 2023
Annual Information Technology, Electronics and Mobile Communication Conference 2020 – 2023
Annual Ubiquitous Computing, Electronics and Mobile Communication Conference 2017 – 2023
International Conference on Electrical and Electronic Engineering Intelligent System

2022 – 2023
ACM 5th Artificial Intelligence and Cloud Computing Conference 2022
International Conference On Information System and information Technology 2022
International Conference on Big-data Service and Intelligent Computation 2022
IEEE Information Technology International Seminar (ITIS) 2021
International Conference on Sustainable Engineering and Creative Computing 2021
IEEE International Conference on Intelligent Data and Security (IDS) 2016 – 2020
IEEE International Conference on High Performance and Smart Computing 2016 – 2020
International Conference on Enhanced Research and Industrial Application 2020
IEEE URUCON Conference 2020

Conference Session Chair(Partial)

The 5th International Conference on Computer Vision and Computational
Intelligence (CVCI 2024) 2024
The 3rd International Conference on Electrical, Computer, Communications
and Mechatronics Engineering (ICECCME 2023) 2023
Annual Computing and Communication Workshop and Conference (CCWC) 2021 – 2023
International IOT, Electronics, and Mechatronics Conference 2020 – 2022
IEEE World AI IoT Congress (IEEE AIIoT) 2022
ACM Artificial Intelligence and Cloud Computing Conference (AICCC 2022) 2022
Annual Ubiquitous Computing, Electronics and Mobile Communication Conference 2020 – 2021

Conference Publicity Chair

IEEE International Conference on Data Mining (IEEE ICDM) 2023
IEEE International Conference on High Performance and Smart Computing
(IEEE HPSC 2023) 2023
IEEE International Conference on Big Data Security on Cloud
(IEEE BigDataSecurity 2023) 2023
IEEE International Conference on Intelligent Data and Security (IEEE IDS 2023) 2023
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Conference Technical Committee Member(Partial)

The International Conference on Computer Vision and Computational
Intelligence (CVCI) 2023 - 2024
The International Conference on Image, Video and Signal Processing (IVSP) 2023 - 2024
International Workshop on Artificial Intelligent and Image Processing 2023 - 2024
IEEE International IOT, Electronics and Mechatronics Conference 2020 – 2024
ACM International Symposium on Blockchain and Secure Critical Infrastructure 2019 – 2024
IEEE World AI IoT Congress (IEEE AIIoT) 2021 – 2024
The 2nd International Conference on Big Data Modeling and Optimization (BDMO 2023) 2023
International Conference on Electronic and Electrical Engineering and
Intelligent System (ICE3IS) 2023
The Wireless and Optical Communication Conference (WOCC) 2021 – 2023
5th Artificial Intelligence and Cloud Computing Conference 2022 – 2023
Annual Information Technology, Electronics and Mobile Communication Conference 2020 – 2023
Annual Ubiquitous Computing, Electronics and Mobile Communication Conference 2020 – 2023
International Conference on Big-data Service and Intelligent Computation 2022
IEEE International Symposium on Technology and Society 2019 – 2021

University
&
Department
Service

Member, President’s Faculty Advisory Council 2024 – Present
Member, Honors Council for Award, Rider University 2023 – Present
Member, Academic Affairs I.T. Committee, Rider University 2023 – Present
Member, Faculty Development Committee, Rider University 2023 – Present
Member, Faculty Advisor, ACM Club Rider Chapter, Rider University 2022 – Present
Member, Enrollment Management Tripartite Committee, Rider University 2022 – Present
Member, Asian American Alliance, Rider University 2022 – Present
Member, AAUP Junior Faculty Committee, Rider University 2021 – 2024
Organizer, NASA Virtual Internship Presentation, Rider University 2018 – 2024
Member, Healthcare and Technology New Programs Task Force, Rider University 2023
Member, Chief Information Officer Hiring Interview, Rider University 2023
Member, Honors Council, Rider University 2023
Member, faculty & staff working group, Rider University 2022
Member, Faculty Hiring Search Committee, Rider University 2018 – 2021
Member, International Education Committee (IEC), Rider University 2019 – 2020
Member, AAUP Faculty Development Committee Study Group, Rider University 2019 – 2020
Member, Faculty Development Committee, Caldwell University 2016 – 2018
Member, Online Education Committee, Caldwell University 2016 – 2017
Member, ACBSP work group Committee, Caldwell University 2016 – 2018
Member, Prior Learning Assessment, Caldwell University 2016 – 2017

Community
Service

Judge, Undergraduate Research Symposium, NJ Independent
Colleges and Universities of New Jersey 2023 – Present
Judge, Mercer Science & Engineering Fair 2022 – Present
Mentor, American Statistical Association DataFest, Rider University 2023
Member, IEEE Senior Member Review Panel 2023 – Present

Professional
Affiliations

Senior Member, Institute of Electrical and Electronics Engineers (IEEE)
Senior Member, IEEE Young Professionals
Senior Member, IEEE Biometrics Council
Senior Member, IEEE Systems Council
Senior Member, IEEE Council on Electronic Design Automation
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Member, Association for Computing Machinery (ACM)
Member, Institution of Engineers, Bangladesh (IEB)

Book / Book Chapter

A2 Applications of Machine Learning Tools in Genomics: A Review
Fracasso, J. L. and Ali, M. L., 2019. In: Qiu, M. (eds) Smart Computing and Commu-
nication. SmartCom 2019. Lecture Notes in Computer Science, Volume 11910, Springer,
Cham. Online ISBN: 978-3-030-34139-8.
DOI: https://doi.org/10.1007/978-3-030-34139-8 33

A3 Security Issues in Wireless Technologies: Bluetooth, MANET and WiMAX
Biswas, K., Ali, M. L., and Sultana, R., 2011. VDM Verlag, Dr. Muller Aktiengesellschaft
& Co. KG. ISBN-10: 9783639374988. ISBN-13: 978-3639374988

Refereed
Journal
Publications

B13 Deep Learning vs. Machine Learning for Intrusion Detection in Computer
Networks: A Comparative Study
Ali, M. L., Thakur, K. , Schmeelk, S., Debello, J and Dragos, D., 2025. Applied Sciences,
vol. 15, no. 4, 1903, 2025. DOI: https://doi.org/10.3390/app15041903

B12 An Analysis of Disengagements in Autonomous Vehicles
Ali, M. L., Castro, N. , and Varchetto, M., 2025. International Journal of Modeling and
Optimization, vol. 15, no. 1, pp. 1-8, 2025. DOI: 10.7763/IJMO.2025.V15.865.
Online Access: https://www.ijmo.org/show-136-1107-1.html

B11 Demystifying the RSA Algorithm: An Intuitive Introduction for Novices in
Cybersecurity
Luo, Z. J., Liu, R., Mehta, A., and Ali, M. L., 2024. The Journal of Computing Sciences
in Colleges

B10 A Systematic Review on Deep-Learning-Based Phishing Email Detection
Thakur, K., Ali, M. L., Obaidat, M. A., and Kamruzzaman, A., 2023. Electronics, 12(21):
4545. DOI: https://doi.org/10.3390/electronics12214545

B9 A Hybrid Method for Keystroke Biometric User Identification
Ali, M. L., Thakur, K., and Obaidat, M. A., 2022. Electronics, 11(17): 2782.
DOI: https://doi.org/10.3390/electronics11172782

B8 Analysis of Fake News Detection Using Machine Learning and Accuracy
Measures
Narayanan, S., Goldstein, A., Ali, M. L., and Narasareddygari, M. R., 2022. International
Journal of Management and Applied Science (IJMAS), 8(8), pp. 11-18.
https://www.iraj.in/journal/journal file/journal pdf/14-855-167032217911-18.pdf

B7 Cloud Computing Security Threats and Solutions
Henry, S. D. and Ali, M. L., 2017. I-Manager’s Journal on Cloud Computing (JCC),
4(2), pp. 1-8. DOI: https://doi.org/10.26634/jcc.4.2.14249

B6 Cloud Computing and its Security Issues
Thakur, K., Tao, L., Wang, T., andAli, M. L., 2017. Application and Theory of Computer
Technology, 2(1), pp. 1-10.

B5 Keystroke Biometric Systems for User Authentication1

Ali, M. L., Tappert, C. C., Qiu, M., and Monaco, J. V., 2016. Journal of Signal Processing
Systems (JSPS, Springer, 88, pp. 175-190.
ISSN Print: 1939-8018. DOI: https://doi.org/10.1007/s11265-016-1114-9

1This paper has over 150 refereed citations (Access date- 02/26/2025)..
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B4 User Authentication and Identification using Neural Network
Ali, M. L., Thakur, K., and Tappert, C. C., 2015. I-Managers Journal On Pattern
Recognition(JPR), 2(2), pp. 28-39.
ISSN Print: 2349-7912. DOI : https://doi.org/10.26634/jpr.2.2.3567

B3 Developing Virtual Residential Area using Virtual Reality Modeling Lan-
guage and Virtual Reality Tools
Ali, M. L., 2015. International Journal of Engineering Research & Technology (IJERT),
4(4). ISSN (Online) : 2278-0181. DOI: http://dx.doi.org/10.17577/IJERTV4IS040778

Refereed
Conference
Publications

C56 Enhancing Computer Science Education Using Learning Assistants: A Gam-
ification Approach
Narasareddygari, M. R., Ramasamy, V., Cilone, D., and Ali, M. L.. In ACMSE
2025: Proceedings of the 2025 ACM Southeast Conference, Cape Girardeau, MO, USA,
April 2426, 2025, Pages 171 - 179.
https://doi.org/10.1145/3696673.3723075

C55 Obesity Risk Prediction Using Machine Learning by Combining Lifestyle
Factors and Social Media Behavior
Thakur, K., Schmeelk, S., Ali, M. L., Debello, J., and Dragos, D.. In ,
10th International Congress on Information and Communication Technol-
ogy (ICICT 2025), February 18 - 21, 2025, America Square Conference Cen-
tre, London, United Kingdom.
https:

C54 AI Edu: Navigating Privacy and Confidentiality
Kutub, T., Schmeelk, S., Ali, M. L., Kamruzzaman, A., Debello, J., and Dra-
gos, D. In 2024 IEEE 15th Annual Information Technology, Electronics and Mobile
Communication Conference (IEMCON), Berkeley, CA, USA, 24-26 October 2024,
Pages 111-115.
DOI: 10.1109/IEMCON62851.2024.11093509

C53 Safeguarding Network: Mechanisms and Prevention Strategies of DNS Hi-
jacking
Kutub, T., Debello, J., Kamruzzaman, A. , and Ali, M. L.. In 2024 IEEE
15th Annual Information Technology, Electronics and Mobile Communication Conference
(IEMCON), Berkeley, CA, USA, 24-26 October 2024, Pages 124-128.
DOI: 10.1109/IEMCON62851.2024.11093501

C52 Predictive Modeling for Patient Hospitalization: Enhancing Healthcare
Outcomes
Merz, C., Galioto, A., and Ali, M. L.. In IEEE URUCON 2024, Montevideo,
Uruguay, 18-20 November 2024, Pages 1-5.
DOI: 10.1109/URUCON63440.2024.10850470

C51 The Rise of Artificial Intelligence: Industry Insights and Applications in
Security Information and Event Management (SIEM)
Ali, M. L., Kutub, T., Barker, H., and Chan, M. In 2024 IEEE 15th Annual
Ubiquitous Computing, Electronics and Mobile Communication Conference (UEMCON),
Yorktown Heights, NY, USA, 17-19 October 2024, Pages 0477-0482.
DOI: 10.1109/UEMCON62879.2024.10754705

C50 The Application of Layered Authentication in Cybersecurity
Ali, M. L., Kutub, T., and Obaidat, M. A. In 2024 International Conference on Com-
puting, Internet of Things and Microwave Systems (ICCIMS), Gatineau, QC, Canada,
29-31 July 2024, Pages 1-5.
DOI: 10.1109/ICCIMS61672.2024.10690347
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C49 Human Error in Cybersecurity Management
Kutub, T., Barker, H., and Ali, M. L., . In 2024 IEEE Technology and Engineering
Management Society (TEMSCON LATAM), Panama, Panama, 17-19 October 2024,
Pages 1-6.
DOI: 10.1109/TEMSCONLATAM61834.2024.10717786

C48 Cybersecurity Threats using Application Programming Interface (API)
Kamruzzaman, A., Kutub, T., and Ali, M. L.. In 2024 International Conference
on Computing, Internet of Things and Microwave Systems (ICCIMS), Gatineau, QC,
Canada, 29-31 July 2024, Pages 1-6.
DOI: 10.1109/ICCIMS61672.2024.10690413

C47 Machine Learning Algorithms for Diabetes Diagnosis Prediction
Zambrana, A., Fanek, L., Carrera, P. S., Ali, M. L., and Narasareddygari, M.
R. In IVSP ’24: Proceedings of the 2024 6th International Conference on Image, Video
and Signal Processing (IVSP 2024), Kawasaki, Japan, March 2024, Pages 192199.
https://doi.org/10.1145/3655755.3655781

C46 Analysis of Various Machine Learning Models in Detecting Credit Card
Fraud Activities
Ali, M. L., Ampojwala, A.R., Sudugu, D.R., Marousis, J., Guerrier, T., and
Narasareddygari, M. R. In Proceedings of the 2024 5th International Conference Com-
puter Vision and Computational Intelligence (CVCI 2024), Bangkok, Thailand, Jan-
uary 29-21, 2024.
https://doi.org/10.1117/12.3024128

C45 Fruits Detections Using Single Shot MultiBox Detector
Ali, M. L., Keller, C., and Huang, M. In 2023 5th ACM International Symposium
on Blockchain and Secure Critical Infrastructure (BSCI 23), July 10 – 14, 2023, Mel-
bourne, VIC, Australia, pp. 140-144
DOI: https://doi.org/10.1145/3594556.3594619

C44 Analysis of Housing Market to Predict Home Price
Ali, M. L., Magrini, D., Cangelosi, M., and Ribeiro, D. In 2023 International Con-
ference on Electrical, Computer, Communications and Mechatronics Engineering (ICEC-
CME 2023) , Tenerife, Canary Islands, Spain , July 19 – 21, 2023.
DOI: 10.1109/ICECCME57830.2023.10253192

C43 A Comprehensive Review of Wireless Security Protocols and Encryption
Applications
Thakur, H. H., Hayajneh, A. A., Thakur, K., Kamruzzaman, A., and Ali, M.
L., In 2023 IEEE World AI IoT Congress (AIIoT), Seattle, WA, USA, June 7 – 10,
2023, pp. 0373-0379.
DOI: 10.1109/AIIoT58121.2023.10174571

C42 Machine Learning Models for Histopathological Breast Cancer Image Clas-
sification
Haines, S., Eaton, E., and Ali, M. L., In 2023 IEEE World AI IoT Congress (AI-
IoT), Seattle, WA, USA, June 7 – 10, 2023, pp. 0036-0041.
DOI: 10.1109/AIIoT58121.2023.10174304

C41 Access Control, Biometrics, and the Future
Ali, M. L., Schmeelk, S., and Qiu, M. In Proceedings of the 2023 5th International
Conference on Image, Video and Signal Processing (IVSP 2023), Singapore, Singapore,
2023, pp. 10-17.
DOI:https://doi.org/10.1145/3591156.3591158

C40 Social Engineering Incidents and Preventions
Kamruzzaman, Thakur, K., Ismat, S., Ali, M. L., Huang, K., and Thakur, H.
N. In 2023 IEEE 13th Annual Computing and Communication Workshop and Conference
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(CCWC), Las Vegas, NV, USA, 2023, pp. 0499-0503.
DOI: 10.1109/CCWC57344.2023.10099202

C39 Network Packet Sniffing and Defense
Ali, M. L., Ismat, S., Thakur, K., Kamruzzaman, Lue, Z., and Thakur, H. N.,
In 2023 IEEE 13th Annual Computing and Communication Workshop and Conference
(CCWC), Las Vegas, NV, USA, 2023, pp. 0499-0503.
DOI: 10.1109/CCWC57344.2023.10099148

C38 An Evaluation of IoT DDoS Cryptojacking Malware and Mirai Botnet
Borys, A., Kamruzzaman, A., Thakur, H. H., Brickley, J. C., Ali, M. L., and
Thakur, K., In 2022 IEEE World AI IoT Congress (AIIoT), Seattle, WA, USA,
2022, pp. 725-729.
DOI: 10.1109/AIIoT54504.2022.9817163

C37 A Machine Learning Approach for the Early Detection of Dementia
Broman, S., OHara, E., and Ali, M. L., In 2022 IEEE International IOT, Electronics
and Mechatronics Conference (IEMTRONICS), Toronto, ON, Canada, 2022, pp. 1-
6.
DOI: 10.1109/IEMTRONICS55184.2022.9795717

C36 The Impact of Purchasing Cyber Insurance on the Enhancement of Opera-
tional Cyber Risk Mitigation of U.S. Banks - A Case Study
Watson, T. F., Thakur, K., and Ali, M. L., In 2022 IEEE 12th Annual Computing
and Communication Workshop and Conference (CCWC), Las Vegas, NV, USA, 2022,
pp. 0709-0715. DOI: 10.1109/CCWC54503.2022.9720791 (Best Presenter Award)

C35 Top Reported Data Security Risks in the Age of COVID-19
Schmeelk, S., Thakur, K., Ali, M. L., Dragos, D. M., Al-Hayajneh, A. Pra-
mana, B. R., In 2021 IEEE 12th Annual Ubiquitous Computing, Electronics & Mobile
Communication Conference (UEMCON), New York, NY, USA, 2021, pp. 0204-0208.
DOI: 10.1109/UEMCON53757.2021.9666573

C34 Applications of Cryptography in Database: A Review
Xu, H., Thakur, K., Kamruzzaman, A. S., and Ali, M. L., In 2021 IEEE Interna-
tional IOT, Electronics and Mechatronics Conference (IEMTRONICS), Toronto, ON,
Canada, 2021, pp. 1-6. DOI: 10.1109/IEMTRONICS52119.2021.9422663 (Best
Paper Award)

C33 Multi-Agent Based Distributed Dynamic State Estimation Algorithm for
Smart Grid Integrating Intermittent Electric Vehicles
Rana, M. M., Abdelhadi, A., Ali, M. L., and Daowud, A., In 2021 IEEE Interna-
tional Systems Conference (SysCon), Vancouver, BC, Canada, 2021, pp. 1-5.
DOI: 10.1109/SysCon48628.2021.9478342

C32 Creating and Using Secure Software
Asadoorian, A., Alberto, M., and Ali, M. L., In 2020 11th IEEE Annual Ubiquitous
Computing, Electronics & Mobile Communication Conference (UEMCON), New York,
NY, USA, 2020, pp. 0786-0792.
DOI: 0.1109/UEMCON51285.2020.9298046

C31 Potential Development on Cyberattack and Prospect Analysis for Cyber-
security
Li, L., Thakur, K., and Ali, M. L., In 2020 IEEE International IOT, Electronics and
Mechatronics Conference (IEMTRONICS), Vancouver, BC, Canada, 2020, pp. 1-6.
DOI: 10.1109/IEMTRONICS51293.2020.9216374

C30 A Review of Data Privacy Techniques for Wireless Body Area Networks in
Telemedicine
Gorbach, V., Ali, M. L., and Thakur, K., In 2020 IEEE International IOT, Electron-
ics and Mechatronics Conference (IEMTRONICS), Vancouver, BC, Canada, 2020,
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pp. 1 - 6.
DOI: 10.1109/IEMTRONICS51293.2020.9216361

C29 DASC: A Privacy-Protected Data Access System with Cache Mechanism for
Smartphones
Dai, W., Chen, L., Wu, A., and Ali, M. L., In 2020 The 29th Wireless and Optical
Communications Conference (WOCC 2020), Newark, NJ, USA, 2020, pp. 1-6.
DOI: 10.1109/WOCC48579.2020.9114939

C28 Security Considerations for the Development of Secure Software Systems
Ruggieri, M., Hsu, T. -T., and Ali, M. L., In 2019 the 10th IEEE Annual Ubiquitous
Computing, Electronics & Mobile Communication Conference (UEMCON), New York,
NY, USA, 2019, pp. 1187-1193.
DOI: 10.1109/UEMCON47517.2019.8993081

C27 Challenges of Cyber Security and the Emerging Trends
Ali, M. L., Thakur, K., and Atobatele, B., In Proceedings of the 2019 ACM In-
ternational Symposium on Blockchain and Secure Critical Infrastructure (BSCI 2019),
Auckland, New Zealand, 2019, pp. 107-112.
DOI: 10.1145/3327960.3332393

C26 Concerns and Security for Hashing Passwords
Herrera, J. and Ali, M. L., In 2018 the 9th IEEE Annual Ubiquitous Computing,
Electronics & Mobile Communication Conference (UEMCON), New York, NY, USA,
2018, pp. 861-865.
DOI: 10.1109/UEMCON.2018.8796720 (Best Paper Award)

C25 POHMM/SVM: A Hybrid Approach for Keystroke Biometric User Authen-
tication
Ali, M. L. and Tappert, C. C., In 2018 IEEE International Conference on Real-time
Computing and Robotics (RCAR), Kandima, Maldives, 2018, pp. 612-617.
DOI: 10.1109/RCAR.2018.8621746

C24 Keystroke Biometric studies with Hidden Markov Model and Its Extension
on Short Fixed-Text Input
Ali, M. L., Monaco, J. V., and Tappert, C. C., In 2017 the 8th IEEE Annual Ubiq-
uitous Computing, Electronics & Mobile Communication Conference (UEMCON), New
York, NY, USA, 2017, pp. 258-264.
DOI: 10.1109/UEMCON.2017.8249041 (Best Paper Award)

C23 Connectivity, Traffic Flow and Applied Statistics in Cyber Security
Thakur, K., Ali, M. L., Kopecky, S., Kamruzzaman, A., and Tao, L., In 2016
IEEE International Conference on Smart Cloud (SmartCloud), New York, NY, USA,
2016, pp. 295-300.
DOI: 10.1109/SmartCloud.2016.29

C22 Keystroke Biometric User Verification Using Hidden Markov Model
Ali, M. L., Thakur, K., Tappert, C. C., and Qiu, M., In 2016 IEEE 3rd Interna-
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